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The modern IP network has become the key IT asset 

for delivering enterprise and service provider network-

based services. Yet, these networks are becoming 

ever more complex to manage as they evolve to high 

speed, converged, virtualized application/network 

architectures. At the same time, IT departments dealing 

with these complex environments are being tasked with 

bringing up mission-critical, network-based applications 

and services in an urgent manner, with stringent 

service-level agreements and strict budgetary limits.

This paper discusses the concept of a Performance 

Assurance Layer (PAL), built in an ITIL best practice 

framework, which can meet the demands of managing 

a modern IP network while allowing IT organizations 

to meet their business goals. The NetScout nGenius 

platform utilizes a PAL approach to provide an 

integrated operations team with necessary real-

time granular visibility, high-productivity/function-

specific workflow processes, and services-oriented 

performance management. These integrated 

capabilities minimize  Mean Time to Repair (MTTR) 

and enable high quality of service (QoS) for the most 

complex IP network-based services.

Sponsored by 

Managing Modern IP Networks 

Executive Summary

http://www.netscout.com/default.asp?cpid=OTD-PDF&pdf=3pv_ModernIPnet
http://www.netscout.com/default.asp?cpid=OTD-PDF&pdf=3pv_ModernIPnet
http://www.netscout.com/default.asp?cpid=OTD-PDF&pdf=3pv_ModernIPnet


The Business is The neTwork

Businesses today, more than ever, 

depend on their networks for delivering 

mission-critical applications while also 

sustaining growing internal network-

based services. Networks have evolved 

from simple, low-speed transport 

mechanisms carrying data-only traffic 

such as email and file transfers to highly 

complex multi-tiered infrastructures 

that support a vast array of network-

based services that include internal VoIP 

services, customer-facing e-commerce 

applications, bandwidth-intensive 

streaming video applications, ultra-

time-sensitive applications and many 

custom distributed applications—all 

transported on high speed, converged 

and virtualized multimedia networks. 

The unprecedented power and reach 

of the Modern IP Network has even 

fostered growing unintended uses, 

both casual and malicious, that can 

dramatically impact application-network 

performance.

The Modern IP Network and its layered 

mission-critical applications and services 

is the information technology platform 

for the 21st century business. To this 

end, huge investments have been 

made in faster servers, better protocols, 

super fast connectivity, high-speed 

backbones and virtualized services. 

Yet, the promise and potential of the 

Modern IP Network delivering many 

advanced and virtualized network-based 

services hinges more on the ability of 

IT organizations to effectively monitor 

and manage the complex interactions 

and performance of resource-

contending application traffic on a 

virtualized network rather than the raw 

performance potential of the physical 

infrastructure. A focus on providing 

application performance assurance 

is becoming an essential enabler for 

the high-performance, network-based 

services upon which today’s businesses 

vitally depend.

The need for a Business 
services-Based Performance 
managemenT aPProach

There has always been a need for tools 

that provide visibility for managing IP 

networks because of their inherently 

distributed architectures. Many 

monitoring and analysis tools have 

been developed over the years to 

assist IT departments in dealing with 

network performance management. 

Very early on, and still today, many 

organizations employ stand-alone, 

reactive (“after-the-fact”) packet capture 

and decode technologies that allow a 

deep drill down into every captured 

packet as problems arise. An early traffic 

monitoring technology, SNMP, is still 

used today for simple traffic analysis 

in distributed network environments. 

RMON was later developed (and 

pioneered by NetScout) as a next 

generation monitoring technology that 

could look at traffic in a more granular 

way (e.g. to the IP and TCP layer), with 

far more traffic engineering information 

(e.g. utilization, conversations, hosts) and 

with an efficient statistical, MIB-based 

structure. Cisco’s NetFlow approach 

recognized the importance of ubiquitous 

traffic instrumentation and provided 

continuous IP layer 3 traffic information 

to network-based data collection devices. 

And many organizations have deployed 

“synthetic agents” to simulate network 

behavior in order to approximate critical 

response time metrics. 

Most of these technologies meet the 

needs of IT organizations for simple 

networks. But do these disparate, 

silo-based approaches allow IT 

organizations to meet the challenges 

Figure 1. Effective performance management for complex application-network environments can only be 

addressed with “high-definition” visibility that comes with dedicated application-aware instrumentation.
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of today’s complex IP network and the 

performance assurance of their mission 

critical services? Let’s take a look.

n Aggregate (like SNMP) and layer 3 

traffic monitoring approaches 

 n The lack of application traffic  

 awareness prevents these systems  

 from going deep enough into  

 the packet to directly pinpoint  

 services problems.  These  

 approaches cannot, for example,  

 provide the visibility to remedy  

 resource contention and relation 

 ship issues (application-layer  

 conversations) of various  

 virtualized services on a converged  

 network. 

	 n In addition, these technologies  

 are designed to operate at a  

 granularity level of 5 minute   

 intervals (or more)—far too gross  

 for latency-sensitive applications  

 (e.g.  VoIP, where an additional 100  

 milliseconds can create huge  

 quality issues).

n Packet Capture Devices

 n These reactive tools,  by them- 

 selves, do not align with the need  

 to proactively identify, trouble- 

 shoot and repair performance  

 problems before they degrade into  

 severe service quality issues.

n Synthetic Agents

	 n Loading a production network with  

 a synthetic test uses bandwidth and  

 it is only a surrogate indicator of  

 response time—not the real thing.

 All of these disparate tools are not 

synergistically collaborative within the IT 

organization and cannot provide a level 

of productivity for minimizing mean time 

to repair (MTTR) for application-network 

performance issues.

Most importantly, these tool-based 

approaches are incapable of delivering 

a services-aware performance 

management approach that directly 

aligns granular application-aware 

performance information into a business 

services performance context. The 

result could very well be that when the 

monitoring lights are showing “green”, 

end users are really experiencing 

serious degradation of network-based 

services—a result of an inadequate 

performance assurance environment.

The imPorTance of a 
Performance assurance Layer 

The IT organization’s mission is to 

maintain a reliable information 

technology infrastructure for their 

company’s livelihood. And, as a measured 

business entity in their corporate world, 

they must do so while meeting key 

effectivity metrics. These metrics include:

n Service Level Agreement

	 n What is the response time, failure  
 rate, and uptime of each service?

n Time to Market 

	 n Are the services delivered on time  

 and at the appropriate quality of  

 service?

n Budget

	 n Did the organization fulfill its  
 mission within the budget?

IT organizations are aware that imple-

menting frameworks for best practices 

and governance, such as ITIL (Informa-

tion Technology Infrastructure Library), 

is the key to promoting effective, quality 

performance in support of their informa-

tion technology infrastructure. 

For today’s business services, high avail-

ability demands, most critically, a high 

performance network. Limited, siloed 

network performance management tools 

are simply not the answer for managing 

complex application-network environ-

Figure 2. A Performance Assurance Layer (PAL) is a best practices approach that enables IT organizations 

to utilize the appropriate monitoring technologies, workflow methodologies and performance management 

solutions for maintaining highly available, network-based services in the face of challenging, complex 

application-network environments.
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ments. What is needed is a best practices 

platform that combines application traf-

fic awareness, a consistent performance 

management workflow methodology 

and a services-aware performance man-

agement approach. This ITIL-like system-

atic approach can provide a Performance 

Assurance Layer (PAL) that shields the IT 

department from network performance 

complexity while allowing it to meet its 

business goals. 

neTscouT’s ngenius sysTem – 
a Performance assurance Layer 
soLuTion for neTwork-Based 
services

NetScout has been the leader in 

network and application performance 

management since its introduction of 

the industry’s first RMON probe and 

first implementation of RMON2 in the 

early 1990s. Since then, NetScout has 

continued its leadership as an industry 

pace-setter with its nGenius Performance 

Management System product line 

that has delivered unparalleled 

visibility, analysis and scalability for 

the performance management of the 

most demanding application-network 

environments.

A Performance Assurance Layer, as 

previously described, is intended to 

provide an environment that delivers an 

integrated, best practice approach for 

easily managing complex application-

network environments that enable the 

delivery of high availability business 

services. NetScout has built an integrated 

performance management platform in 

this PAL and ITIL framework: Application 

traffic aware instrumentation, 

performance management work flow 

architecture and methodology (based 

on a common data model) and services-

aware performance management.

EntErprisE-widE, ApplicAtion-AwArE 
instrumEntAtion-thE FoundAtion

The foundation for performance 

management must begin with “high-

definition” visibility—the ability to see, 

in real time, all network traffic from the 

network layer through the application 

layer for any application type across the 

entire enterprise.  This is the most critical 

underpinning for effective performance 

management of complex application-

network environments (e.g. virtualized 

networks, multimedia traffic, tunneled 

traffic, and advanced application archi-

tectures such as SOA).  In addition, dedi-

cated application-aware instrumentation 

can play an important role in monitoring 

anomalous traffic, such as security viola-

tions, that can also degrade network-

based applications and services. 

It is the richness of the traffic data that 

enables performance management 

applications to be built that can, for 

example:

n	 Alert on a key vital sign such as 

the response time of web-enabled 

services.

n Allow for real-time analysis of VoIP and 

its critical performance metrics like 

jitter and latency.

n Enable deep forensic analysis of a 

hard-to-find packet drop in a revenue-

sensitive trading floor application. 

n Provide real-time alerts for worms, 

denial of service, viruses and other 

“innovative” performance degradation 

culprits.
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 Figure 3. The nGenius System is a services-aware performance management platform that provides “high 

definition” visibility through its dedicated application-aware instrumentation, a workflow architecture that 

enables high productivity and effective problem solving, and a performance management solution that directly 

addresses network-based business services performance problems.



NetScout’s nGenius Probe and nGenius 

InfiniStream devices perform continuous, 

network-based, real-time monitoring and 

packet capture of high-speed traffic for 

any network topology. nGenius Infini- 

Stream devices also have the capability 

of continuously recording all traffic 

data. This critical capability allows for 

intelligent data mining of information 

for all packets and payloads for events 

as small as a few microseconds. Equally 

important for complex networks is 

the need for seamless information 

aggregation and correlation across 

a distributed enterprise network. 

The NetScout nGenius Probe and 

InfiniStream platforms can be deployed 

in a distributed, hierarchical monitoring 

and analysis architecture—an enterprise 

scalable performance monitoring 

network —that allows for unified 

visibility and consolidated performance 

management across the entire 

enterprise.

workFlow ArchitEcturE: A consistEnt, 
collAborAtivE mEthodology

NetScout has built a three-tier work flow 

process for application performance 

management based upon its dedicated 

network vantage point. This architecture 

allows for a common work flow for all 

functions of the IT organization so as to 

maximize their productivity-allowing 

the IT organization to minimize their 

mean time to repair (MTTR) for difficult 

to remediate performance problems. 

The nGenius Solution consists of three 

key work flow-based capabilities that 

allow for a coordinated top down and 

bottom up approach to performance 

management.

n	 Early Warning Dashboard

	 n Real time alerts on vital signs:   

 Key Performance Indicators (KPIs),  

 such as response times and failure  

 rates for specific services provide a  

 services-aware high level view to an  

 impending failure for any key service  

 or application. From this dashboard,  

 an easy, linked drill-down to packet- 

 flow and deep forensic analysis is  

 available.

	 n Example:  An early response time  

 alarm beacons a problem with   

 an e-commerce service, well before  

 it will be noticed by a typical   

 network management system and  

 in time to fix a balky load balancer  

 before customers are lost.

n Packet Flow Analysis

	 n Real-time traffic flow analysis: Allows  

 application-centric analysis of all  

 traffic types, their specific bandwidth  

 utilization and conversations (traffic  

 between network elements) for  

 as narrow as one-minute time slices  

 historically or every 15 seconds  

 in real-time, with instant linkage  

 to deep packet analysis. This 

  capability is ideal for viewing   

 complex interactions and resource  

 contention of application-layer  

 traffic in the context of a network- 

 based service.

	 n Example: Fast identification of a  

 recurring, transient one-minute   

 bandwidth utilization spike  

 (invisible to systems that cannot  

 provide visibility in less than 5  

 minute intervals) including the  

 application type (HTTP and URL) and  

 the source and destination   

 (conversation) of the responsible  

 application traffic.

n Deep Forensic Analysis

	 n Intelligent data mining:  Deep packet  

 and payload decode/analysis is  

 dynamically linked, via a common  

 data model, to both the Early   

 Warning and Packet-Flow   

 Analysis capabilities to perform  

 definitive forensic analysis on the  

 most complex network performance  

 problems, even for microsecond  

 events. This is a mandatory feature  

 for applications that are sensitive to  

 latency and dropped packets.

a high ProducTiviTy ProBLem resoLuTion environmenT

Figure 4. The nGenius System provides a common performance management workflow methodology for  

IT organizations.   This approach promotes a collaborative top-down and bottom-up problem resolution  

environment that allows skill levels and job functions to be exactly fitted to solving the performance  

management puzzle for complex network environments.
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	 n Examples: Everything worked   

 perfectly in the test lab for a catalog  

 synchronization feature being added  

 to an order  processing application,  

 but when the new release   

 was rolled  out, end  users began  

 experiencing “freeze-outs”.  Deep  

 packet forensic inspection found  

 the problem—an application   

 coding error  was causing full multi- 

 gigabyte catalog downloads instead  

 of the intended incremental updates.

In addition, a key element of the nGenius 

System’s workflow architecture is the 

tight integration with industry standard 

SNMP, alarm and device management 

platforms from industry-leading 

companies such as HP, IBM and EMC. This 

tight integration produces an end-to-

end problem resolution capability in a 

workflow framework, by enabling the 

immediate correlation between each 

workflow tier (application-layer alarms, 

packet flow and packet analysis) and 

the corresponding network device 

information.

The nGenius System’s workflow  

approach has significant benefits:

n A top-down approach utilizes 

early warnings via KPIs to work 

in an efficient, exception-based 

management style.

n A consistent workflow methodology 

allows each person within the IT 

structure to deal with problems in a 

best practice manner specific to their 

role and domain responsibilities.

n A common data model links all three 

tiers enabling cooperative, effective 

problem solving from the top down as 

well as from the bottom up.

sErvicEs-AwArE pErFormAncE 
mAnAgEmEnt: built-in solutions 
intElligEncE

At the end of the day, it is all about 

keeping the business running by 

ensuring that revenue-supporting 

business services are available and 

efficient. NetScout’s vantage point of 

monitoring applications-layer traffic 

from the network perspective allows it 

to align this information to very specific, 

intelligent management performance 

solutions for a wide spectrum of services. 

Key performance indicators provide 

information about response time and 

failure rates for a specific service rather 

than for a generic application-layer 

packet. For example, FIX protocol can be 

monitored for important trading floor 

alarms and performance indicators while 

HTTP (URL) packets can be utilized to 

gain visibility into the success rate of 

photograph transmissions for a mobile 

service provider or the responsiveness 

of  an e-commerce site. NetScout 

continues to develop these very specific 

solutions for services in a wide variety of 

environments including the enterprise, 

mobile and financial services markets 

(see examples in Box 1). 

Figure 5. The nGenius System is a key component of a Performance Assurance Layer. With its comprehensive 

Services-aware performance management approach (that also includes tight integration with key network 

management platforms), the nGenius System enables the meeting of performance objectives for network-based 

business services and minimizes MTTR while allowing IT organizations to meet business goals.
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The services chaLLenge: A major business recently converted its land lines to VoIP 
technology running along side its traditional data on a virtualized network across the entire 
enterprise. One day a significant number of complaints concerning voice quality was logged 
to the help desk—a potentially negative business impact to the company.

The neTscouT soLuTion: The nGenius System monitors VoIP service-specific Key 
Performance Indicators such as jitter, response time and packet loss. With its workflow 
methodology, key parameters are instantly correlated to real-time traffic flow information 
that provides visibility to the virtualized network for all types of traffic, bandwidth utilization 
and QoS settings.

In this case, it was quickly discovered that the QoS settings were improperly configured. The 
router had been misconfigured for the DSCP code point in the IP packet allowing for higher 
prioritization of FTP traffic versus VoIP traffic. The severe loss of the required bandwidth for 
VoIP traffic resulted in poor voice quality because of excessive jitter. The router was quickly 
reconfigured and voice quality returned to a high level.

The services chaLLenge: In the holiday season a significant number of cell phones are sold 
and used for taking and transmitting photos. This business service is billed by the number 
of successfully transmitted pictures. It is of the utmost importance that the failure rate for 
picture transmissions for this business unit be kept to a minimal level in order to ensure that 
it meets its revenue goal.

The neTscouT soLuTion: The nGenius System monitors, in real time, both sent and 
forwarded HTTP transmissions to and from a Multimedia Services Center (MMSC) device 
and its underlying MMS messaging protocol. Service–specific Key Performance Indicators 
can be easily viewed and alarmed. These vital sign indicators include: number of picture 
transmissions, picture transaction success/failure rate, latency and application layer volume.

In this case, an alarm for the picture transmission failure rate exceeded its threshold value 
of 1%. With the alarm beaconing an urgent problem, a workflow-based remedial action 
was quickly initiated by utilizing the nGenius System’s real-time flow analytics where it was 
discovered that bandwidth utilization parameters had not been properly allocated between 
voice, data and video traffic and was quickly rectified.

The services chaLLenge: Hectic trading occurs every second in every part of the world 
for this financial services firm. The trading floor is totally dependent on the health of the 
network to make its billion dollar trading floor operations transparent to its traders. Just a 
few dropped packets in a few milliseconds can make a major trade fail and result in lost fees 
to the company, a loss of confidence from its customers and trading partners and lost  
commissions for the traders.

The neTscouT soLuTion: The nGenius System monitors Key Performance Indicators 
such as packet loss for the FIX protocol and presents this as a service-specific vital sign for 
financial trading floor operations. An alarm for a real time packet loss event immediately 
initiates a workflow process that links traffic flow analysis for QoS settings, traffic types, and 
bandwidth utilization to the forensic analysis of microsecond events from deep packet 
inspections.

In this case, the nGenius System’s intelligent data mining capability was able to determine 
the exact time slice (“the proverbial needle in the haystack”) where utilization for a  
microsecond burst exceeded the bandwidth allocation for the trading application.  
The QoS setting for the FIX protocol was easily reset resolving this problem.

enTerPrise

financiaL services

moBiLe services

Box 1.  neTscouT’s service-aware Performance managemenT caPaBiLiTies for neTwork-Based services
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neTscouT deLivers  
Business vaLue

Managing Modern IP Networks is, 

without a doubt, the key challenge for 

any IT organization that is required 

to deliver reliable network-based 

services. As the business continues 

to add new bandwidth-stressing 

applications on top of evermore complex 

network infrastructures, should the 

IT organization treat their mission as 

“business as usual” or is there a better 

way?

The NetScout nGenius Performance 

Management Solution is the better 

way. It was specifically built to provide 
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a Performance Assurance Layer that 

uniquely addresses the complexity 

of virtualized network-based services 

(Figure 5). It was built with a workflow 

methodology that promotes high 

productivity. It was built to provide 

solutions, not just tools, for sustaining 

the health of mission-critical network-

based virtualized applications and 

services. The nGenius System enables IT 

organizations to minimize their MTTR in 

the face of complex application-network 

environments while also allowing these 

organizations to meet their business 

goals. This is the value NetScout brings 

to businesses that rely on the Modern IP 

Network.
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