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Challenges Facing Today’s Service Providers
Service providers today are facing significant challenges 
compelling them to take a fresh look at their traditional business 
model as consumers’ demand and expectation for personalized, 
innovative and differentiated services increases. These new 
business models are also having a direct effect on how operators 
architect, implement, manage and monetize their networks and 
deliver services to the consumer. Explosive growth in demand for 
bandwidth and services on both mobile and wireline networks is 
accelerating the business case for operators to migrate from their 
traditional legacy infrastructure to modern, next generation all IP 
networks. This transition to all-IP networks will eventually help them 
realize ongoing opex and capex reductions, and will also enable 
more rapid service creation and delivery for their customers. At the 
same time these modern IP networks will require new operational 
methods and tools to ensure that the services offered to customers 
are delivered in a manner that maximizes user experience, helps 
reduce churn and optimizes operational costs.

Managing Complexity and Diversity of Services Not Just 
Network Elements

The Data Explosion 
The data explosion is a particularly weighty challenge to mobile 
carriers as they see traffic rates climb exponentially. Recent studies 
performed with carriers indicated that they have seen mobile data 
growth in their core networks rise by an order of magnitude year 
over year and expect to see data rates per subscriber growing at 
a 90% CAGR between 2010 and 2012. This is in part fueled by 
the introduction of innovative smart phones, notebooks and other 
devices, along with higher download and upload speeds making 
broadband mobile data an appealing alternative to traditional high-
speed wireline connectivity.

The amount of bandwidth from mobile data traffic will start 
overtaking that used by traditional circuit switched voice. Operators 
are experiencing large demands across cell sites from mobile 
users accessing the Internet, using email, sending and receiving 
multimedia messages, watching video clips and utilizing over-
the-top applications for both file sharing and IP voice. All these 
packet-based services compete for shared resources, potentially 
causing network congestion and unanticipated consequences, not 

 
Key Success Factors For Operators of All IP Modern 
Networks

• Reduce churn and improve top line revenue growth

• Deliver differentiated, highly valued services to existing 
and new customers

• Seamlessly introduce innovative user devices and 
appliances that that enable a personalized user 
experience

• Deliver exceptional user experience and high QoE/QoS 
on new and existing services and devices

• Optimize operational processes and take advantage of 
organizational efficiencies and cost reduction enabled 
by the migration to all IP networks

only in the network core, where these massive data flows converge, 
but also at cell sites and aggregation points where a few heavy 
volume users can adversely affect numerous other customers. 
Unfortunately those other customers adversely affected could 
include high value, high profile subscribers and corporate accounts. 

Inherent Complexity Increases of Services Delivered 
Over IP Networks
However, even though the data rate per user is climbing, the 
average revenue per subscriber is relatively flat. Mobile operators 
will need to provide highly valued, differentiated services and a 
continuously evolving array of innovative mobile devices to keep 
existing customers and attract new subscribers. The point is that 
services delivered over IP are not just telephony anymore but a 
combination of data and multimedia applications. They comprise 
a complex interplay of protocols and policy decision action points 
operating in a distributed fashion over a shared packet network. 
Problems in the network or with a particular service or service 
enabler can have wide-ranging, devastating effects on a larger 
number of subscribers, as well as providing unwanted publicity to 
carriers who, more than ever, need to differentiate their services 
based on providing high levels of QoS/QoE.  

 Even traditional voice telephony services, once the mainstay of 
CDMA, GSM and wireline networks will also evolve from a circuit 
switched paradigm to “just another application” delivered over an 
IP network. This trend will become more obvious over the next few 
years as mobile carriers roll out IP Multimedia Subsystem (IMS) 
architectures to support packet voice and as consumers continue 
to substitute mobile phones in place of traditional land line devices. 

So basically this “IP effect” has a far reaching impact not only 
on the service complexity but also on the operator’s strategy for 
assuring subscriber, service and network performance. Inherent in 
IP converged environments will be the need for operators to view 
the service delivery management strategy differently from the way 
they have in the past, with solutions espoused by legacy test and 
measurement vendors designed for managing legacy TDM/ATM 
circuit switched networks. This assurance dilemma is amplified 
due to the limitations imposed by legacy approaches that do not 
enable service providers with the visibility and scalability needed 
for managing user experience in light of the complexity of services 
delivered in today’s modern IP environments. The legacy service 
management approaches used in TDM/ATM circuit-switched 
environments were sufficient for the narrow range of services 
being delivered—namely voice and text—but they do not scale 
as operators start rolling out new complex services and porting 
existing services over modern IP infrastructures.

IP Transformation Requires New Proactive Service-
Centric Management Approaches
While the migration to IP does help the operator reduce cost and 
complexity from an equipment standpoint, operational and service 
delivery management complexity increases significantly and is 
stressing traditional silo’d, reactive break/fix approaches inherited 
from legacy networks. In the past, service assurance strategies 
have been reactive in nature, responding primarily to customer 
trouble reports and discrete alarms from network elements. This 
approach does not scale well for large, multi-service IP networks, 
nor does it improve a customer’s perception of user experience. 
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introduction of new smart phone devices. In these situations, they 
need service management solutions, not just test and measurement 
tools, to more efficiently roll out new services and features. 

Even the ability to assess the “before-and-after effects” on mobile 
data subscribers as backhaul traffic is migrated from legacy 
TDM to IP transport is becoming important to manage service 
continuity during technology cutovers. The seeming lack of 
preparation operators have is primarily due to the ineffectiveness 
and limitations of their current monitoring tools in not being able 
to capture, let alone analyze, the massive amounts of user plane 
traffic—the very traffic that provides the best insight into user 
experience. Proactive, predictive, monitoring systems must be able 
to scale to and process the Terabytes of IP user plane packets in 
real time that are now seen daily by mobile data network operators. 

It is important for operators to understand the user experience 
for high profile business accounts. Poor user experience is a 
large contributor to customer dissatisfaction and churn. Modern 
subscriber, service and network assurance solutions need to be 
able to proactively spot degradation or trends in user experience in 
order to effectively address this. Service assurance approaches that 
provide visibility from the data center to the mobile core to the cell 
tower on the performance of all the different types of services and 
service enablers are critical part of the service provider’s service 
management strategy in modern IP networks. 

Optimization Important for Both Networks  
and Operational Resources
Optimization of services over IP networks is an iterative process 
that attempts to strike a balance between network capacity, 
service performance and capex and opex resources. With the 
dynamic nature of services delivered over IP networks, there are 
essentially a lot of “moving parts” that are in a state of constant flux 
as new services are added, subscriber loads change, new devices 
are introduced and new infrastructure hardware and software is 
installed or updated. Operators are already starting to use service-
centric solutions in these constantly changing environments to 
provide visibility into the performance of applications and user 
plane and control plane protocols that make up the services 
delivered to their subscribers. With this visibility into performance, 
such as application response time, utilization and traffic distribution, 
they can make adjustments to the network nodes, policy 
management, link capacity and service routing to better support 
new customers and new devices attaching to the network. 

Optimization doesn’t stop there; it also involves determining how 
to best utilize operational personnel and the most effective and 
productive ways of how to best spend their time both, reactively 
and proactively. To do this, operations groups need to be able to 
prioritize the large number of critical, major and minor alarms that 
are in the network operations center at any given time. A service-
centric assurance strategy implies that operational resources will 
prioritize and focus first on the problems in the network that are 
affecting the most customers or the customers with the most 
stringent SLAs. In order to accomplish this, operators need both 
network performance solutions as well as service performance 

One would assume that operational scaling would not be an issue 
within the context of migration to IP networks, primarily because of 
the redundancy and robustness that is built into all layers of the IP 
infrastructure and service value chain: 

• Meshed networks with redundant paths 

• Hot-standby interfaces and redundant nodes in the event of a 
board-level or system-level failure

• Fast recovery and link convergence in the network and transport 
layers

• Reliable transport protocols that can retransmit or reroute traffic 
in the event of network or server problems

• Dynamic load balancing to ease link congestion 

• Robust application-layer protocols with the ability to retransmit 
or redirect server requests in the event of a downstream problem 
(SIP for example)

But this is not turning out to be the case. In the past, the network 
and the service were tightly coupled; take voice for instance in the 
context of the legacy PSTN. In IP networks, services are delivered 
over network and transport layers that can, but not always do 
insulate service performance from discrete network faults. The 
challenge that IP networks engender operationally is that network 
element problems may or may not affect the end-to-end service 
performance if, for example, a redundant or alternate route or 
node is available. Conversely, even with the additional resiliency of 
smart, service-aware IP networks, because of the interdependency 
of multiple protocols acting together as part of an overall service, 
there is a greater potential in modern IP networks for single fault 
events to have a wider ranging impact on a larger amount of users. 
Take for example the impact that the total loss or even the partial 
loss of DNS service would have for customers and their Web 
browsing service. The end result is that with modern IP networks, 
it is now more critical than ever to manage not only network 
performance, but also IP service performance, to truly understand 
what the user is experiencing.

IP operators are already looking to service-centric management 
solutions that focus on the performance and health of the 
revenue generating services and service enablers, as opposed 
to responding reactively to discrete alarms and “after the fact” 
customer trouble reports. In addition, because the networks 
are evolving to all IP and the services delivered over them are 
moving away from the traditional circuit-switched and TDM-based 
protocols to LTE EPC and IMS/NGN-based, operational workflows 
are changing as well. The processes to manage user experience 
are changing to take advantage of more effective methods and 
solutions designed and developed specifically for monitoring and 
management of the richness, complexity and interaction of services 
delivered over IP networks.

Revenue Opportunities and Revenue Protection Are Key 
Factors in Today’s Service Assurance Solutions
Innovative new smart phone devices and notebooks that help 
differentiate an operator’s product offering and appeal to existing 
and new customers need additional attention not only during 
limited trial phases but also in full scale production rollout to ensure 
high levels of user experience. In some cases operators are caught 
off guard with unforeseen service-affecting anomalies with the 
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processes utilized by operators in managing the business and 
supporting and assuring the services delivered to customers as 
opposed to just managing devices in the network. There are three 
major process areas covered: 

• Operations
• Strategy, infrastructure and product or SIP
• Enterprise management

The real focus of eTOM is on the core processes within the 
operations organization and consists of the fulfi llment, assurance 
and billing categories. Service providers have helped articulate as 
well as use these high level categories within eTOM to benchmark 
processes within their organizations and identify opportunities for 
automation across the end-to-end service delivery life cycle. 

Information Technology Infrastructure Library (ITIL) had its roots 
within corporate IT organizations and was a response to the 
increased dependence on those groups to support business needs 
for high quality, consistently delivered and economical IT services. 
ITIL provides a comprehensive set of best practices around two 
key service management components—service support and service 
delivery. Functions within ITIL service support include processes 
surrounding incident management, problem management, 
change management, release management and confi guration 
management. Within service delivery, key functions include service-
level management, fi nancial management or budgeting, accounting 
and charging, continuity management and availability management.  
Additional processes within ITIL address application management 
and cover the development and on-going support of applications, 
including activities surrounding application deployment, operation 
and optimization.

In summary, the concept of service delivery management has 
transformed, changing from a network element centric approach, 
to a service and customer centric approach, and fi nally to a service 
management life cycle approach as more and more services are 
delivered over IP networks. With eTOM and ITIL, service providers 
have standardized high-level process mapping, best practices, and 
end-to-end process defi nitions that better align to service-centric 
workfl ows used in next-generation IP networks.

solutions that can address complexity and make sense of what is 
going in the network and show the impact and the relationship that 
impairments in one layer has on the other. In addition, they will need 
subscriber context to understand which customers are affected for 
a given network or service impairment problem. In this manner, with 
subscriber, service and network visibility, service and customer-
centric workfl ows can be enabled that more effectively optimize 
use of operational personnel.

Transformation From Network Management 
To Service Delivery Management
The processes and workfl ows operators use in managing 
the delivery of services to customers has evolved over time. 
Management of communications networks has historically been 
broken down into fi ve functional categories summarized by the 
term FCAPS. FCAPS stands for fault management, confi guration 
management, accounting management, performance management 
and security management, and together, they describe the basic 
set of activities operators use to run networks effectively and 
effi ciently. Operators would structure their management functions 
around activities in these functional areas in order to control, 
coordinate and monitor resources within the network domain. 

Further work done by the ITU-T resulted in a recommendation that 
introduced a layered approach for structuring operations system 
functions or OSFs by the following logical groupings:

• Business Management Layer
• Service Management Layer
• Network Management Layer
• Element Management Layer
• Network Element Layer

Operational Support Systems (OSS) and tools would tend to fall 
into one of these layers, based upon the scope, coverage and 
functionality that it provided. 

The TeleManagement Forum’s eTOM (enhanced Telecoms 
Operations Map) provides a business process framework for 
service providers. It focuses more on describing the end-to-end 

Figure 1 — FCAPS, TMN, eTOM, ITIL are used to help defi ne workfl ows, automation opportunities and OSS requirements
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from a product management and marketing perspective as well. 
What is needed by service providers managing modern IP networks 
is a comprehensive assurance solution that leverages the power of 
the packet to support not only service management, but also the 
information needs of other organizations on the performance and 
usage of the services delivered to subscribers.

Other groups, such as customer care, marketing, sales and product 
management, can benefit from a common data model to generate the 
needed business intelligence information. This common information 
model drives consistency across the carrier’s entire enterprise 
by providing a unified, contextual view of subscriber, service and 
network utilization and performance from which to derive better, 
more informed business and technical decisions. IP transformation 
and migration of services to the IP domain is the catalyst for a whole 
new approach to deriving analytics information from actual customer 
traffic.

Comparison of Legacy and Next Generation  
Approaches to Service Assurance for IP Networks
By comparison, traditional approaches to service delivery 
management don’t provide the information, scalability and visibility 

OSS solutions for service delivery management should ultimately align 
with and support an operator’s business strategies and goals. The 
service assurance processes should help optimize user experience, and 
at the same time be flexible enough to keep pace with the changes in 
underlying infrastructure technology. The unique NetScout approach 
in leveraging the power of the packet enables a unified view of service 
performance and analytics that can support multiple organizations 
within an operator’s enterprise, with the application, subscriber and 
business intelligence information needed to improve overall user 
experience in IP multi-service networks.

Turning Data From The Network Into Information  
About The Business
What is the value of a “bit” to an operator strategically? Nothing 
in isolation, but everything in the context of packets. Packets are 
a rich source of information into user experience and as a source 
for business intelligence. Together, the bits, bytes and packets that 
comprise protocols, sessions and services can expose significant 
detail and insight into subscriber, service and network performance. 
Add information on the customer and when, how and in what 
duration they use the services, and you have invaluable analytics 

Legacy Control Plane Monitoring IP-Based Deep Packet Capture and Analysis

Basic Approach • Protocol analysis,
• Control plane signaling capture and correlation
• KPIs on signaling performance
• Alarms and reports

• Intelligent Deep Packet Capture, analysis, and storage
• Protocol analysis and packet decode
• High definition application flow analysis, including service, application and 

network control protocol response times
• KPIs and analytics on service, application and network performance
• Capture and correlation of entire control and user plane packets
• Contextual views of volume of all types of traffic
• Advanced analytics
• Predictive alarms and reports

Application User Experience Limited—focused primarily on control plane Service, application and network performance KPIs based on the capture and 
analysis on the entire user plane and control plane packets – includes handset, 
Location Area-Routing Area, cell site, APN, URL, IMSI, MSISDN and IMEI context

Service and Application Response Time No Yes

Network Response Time No Yes

Application Traffic Volume Over Time No Yes

Top Applications--Total Bandwidth Used No Yes

Traffic Volume by Subscriber No Yes

Service Failures and Timeouts Limited--control plane only with user plane sampling Yes

Historical Views of services--Both User and 
Control Plane Flows

Limited—control plane only, User plane packets discarded Yes

Application Recognition and Reporting No Yes

Transaction Recognition and Reporting Yes Yes

Hop by Hop Network Performance Limited—control plane only Yes

Analytics on Subscriber and Service 
Performance

No Yes

Table 1 —Legacy Approaches to Service Assurance are limited in scope and infer quality of service from assumptions on signaling protocol performance.  Modern  service-centric approaches 
like the nGenius Service Assurance Solution, designed specifically for IP networks, provide extensive subscriber, service and network intelligence because the information is derived from the 
packet using real time, intelligent Deep Packet Capture and analysis technology.
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needed to manage today’s modern IP carrier networks. While 
stateful correlation and reporting of control plane traffic is very 
valuable to troubleshooting problems in the network, control plane 
monitoring alone doesn’t provide sufficient information and the 
robust KPIs needed for proactive, service delivery management in 
IP networks. Similar challenges exist for performance management 
approaches based just on NetFlow, IPFIX or MIB reporting. IPFIX 
begins to answer the questions such as “who is using the network” 
and “what are my most popular applications,” but it does not 
scale to the amount of data traffic carriers are seeing in today’s 
mobile network core. Not only does it not capture the contextual 
information on the subscriber and service interaction, because 
it only represents a sample of the data and it is continuously 
aggregated and loses a lot of its granularity over time, its value is 
mitigated further when compared to alternative packet capture 
methods. 

nGenius Unlocks The Power of the Packet
The nGenius® Service Assurance Solution is the only native-IP, 
comprehensive data center core-to-access service assurance 
solution that helps operators overcome service delivery and 
revenue growth challenges. It empowers operators with 
an integrated solution that has the necessary features and 
functionality to:

• Reduce the operational complexity of services delivered over IP 
networks

• Optimize service and network performance

• Optimize processes in identifying and prioritizing service and 
network problems

• Successfully deliver and manage innovative, high value, 
differentiated services

• Accelerate the introduction and rollout of new user devices

Service providers are adopting the nGenius Service Assurance 
Solution to manage their services, networks and subscribers as 
they transition away from legacy architectures to all IP networks 
and services. It provides operators with the service delivery 
management capabilities they need to answer the user experience 
challenges they are facing with today’s IP multi-service networks, 
such as:

• What are the top applications by usage associated with the top 
subscribers? 

• What is the distribution of the failure reasons on the signaling 
and data plane traffic? More importantly, how are customers 
being impacted? 

• How slow is my network responding versus the applications, and 
what is the impact on customers? 

• How are customers affected by poor performance, attachment or 
connection failures?

Only by transformational approaches that take into account user 
plane and control plane traffic can operators truly move their 
subscriber, service, and network performance management 
strategy from reactive to proactive. This approach is at the heart of 
the nGenius Service Assurance Solution.

nGenius Service Assurance Solution
The nGenius Service Assurance Solution is a unified service 
delivery management solution for mobile and fixed operators to 
help them optimize, protect and simplify their IP multi-service 
networks. It utilizes intelligent Deep Packet Capture (iDPC) 
and analysis technology to generate high definition, packet-
based performance KPIs on actual customer traffic. KPIs 
include traffic volumes, top users, application response time and 
failures for services and applications and for the network control 
protocols used in today’s IP networks. The various applications 
and appliances within the nGenius Service Assurance Solution 
empower operators with the functionality they need to effectively 
and efficiently manage subscribers and services in modern IP 
networks.
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Figure 2 - nGenius Service Assurance Solution is an integrated and unified 
solution designed for today’s IP next-generation networks

The nGenius Service Assurance Solution provides operators 
with correlated, end-to-end, multi-protocol views of application 
and service sessions (both control and user plane traffic for 
mobile networks) with subscriber context through the use of 
Extended Data Record (XDR) technology performed in real-time 
for each transaction on all services. In addition, because the 
nGenius InfiniStream® appliances that are part of the nGenius 
Service Assurance Solution store all the packets monitored, not 
just a sample, deep dive real time and historical analysis can be 
performed at the packet level when needed for problems requiring 
visibility down to that level of granularity. The nGenius Service 
Assurance Solution is the most cost-effective solution on the 
market today for continuous monitoring and real-time management 
of user experience for services delivered over IP networks.

The nGenius Service Assurance Solution provides a unified, 
integrated approach to managing user experience based on 
service, subscriber and network performance.  Functionality in the 
nGenius Service Assurance solution includes: 

• Service, application and network performance management
• Policy and service validation
• Historical and forensic analysis
• Analytics and intelligent early warning
• Optimization and capacity planning

Integration between the applications that make up the nGenius 
Service Assurance solution enables multiple service-centric 
workflows designed specifically for IP environments to support 
operations, engineering and planning organizations. It also provides 
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nGenius Performance Manager
Many tier one service providers across the globe have already 
turned to nGenius Performance Manager to help them reduce 
IP operational complexity and gain visibility into the quality of 
experience they are delivering to their subscribers that only the 
NetScout distributed, non-intrusive and massively scalable IP 
intelligent Deep Packet Capture and analysis architecture can 
deliver. nGenius Performance Manager is a comprehensive, unified 
performance management solution enabling service providers with 
unprecedented visibility into their complex IP networks with:

• Application and network traffic recognition 
and monitoring 

• User and control plane visibility
• High definition packet/flow analysis for 

traffic volume and response time analysis 
and troubleshooting

• Reporting and capacity planning
• Data, voice, video and mobility convergence 

management
• Alarming and event identification
• Packet decode and analysis

critical analytics on customers, performance, service usage and trends 
to help other organizations such as customer care, sales and product 
marketing better respond to subscriber issues or service trends.

nGenius InfiniStream Appliances
nGenius InfiniStream appliances form the foundation for the 
nGenius Service Assurance Solution. These appliances are 
dedicated, intelligent devices providing support for real time and 
historical analysis. More than just “probes”, InfiniStream appliances 
are deployed at distributed points in the network to provide a 
complete end-to-end view (data center, core, access, subscriber) of 
service performance. Outfitted with stream-to-disk capabilities, the 
nGenius InfiniStream appliances capture and analyze all packets, 
both control and user plane, in an operator’s network to provide the 
best insight into the actual quality of the user’s experience.

Service,  Application & 
Network Performance 
Management

Protocol Packet Analysis Historical and Forensic 
Analysis

Analytics and Early 
Warning

Optimization and Capacity 
Planning

Subscriber Performance nGenius Subscriber 
Intelligence

Performance Manager

Sniffer Analysis-Intelligence nGenius Performance 
Manager,

Sniffer Analysis-Intelligence

nGenius K2 Service 
Delivery Manager, nGenius 
Performance Manager

nGenius Performance Manager

Service Performance nGenius Subscriber 
Intelligence

Performance Manager

Sniffer Analysis-Intelligence nGenius Performance 
Manager,

Sniffer Analysis-Intelligence

nGenius K2 Service 
Delivery Manager, nGenius 
Performance Manager

nGenius Performance Manager

Network Performance nGenius Subscriber 
Intelligence

Performance Manager

Sniffer Analysis-Intelligence nGenius Performance 
Manager,

Sniffer Analysis-Intelligence

nGenius K2 Service 
Delivery Manager, nGenius 
Performance Manager

nGenius Performance Manager

Table 2 — nGenius Service Assurance Solution has a rich set of capabilities that provide unified subscriber, service and network intelligence benefiting multiple 
organizations within the service provider’s enterprise

Figure 3 - nGenius InfiniStream appliances are deployed 
in a distributed manner across the network, from the data 
center to the access layer, to provide maximum correlated, 
end-to-end visibility and performance problem isolation.
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Sniffer Analysis/Intelligence
Problem diagnosis is simplified through the use of logical, yet 
flexible workflows that seamlessly and contextually guide the user 
from high-level metrics into the depths of the packets. nGenius 
Sniffer® Analysis/Intelligence based application-aware packet and 
protocol analysis tools are well suited for multi-service networks 
running a combination of control and user plane protocols in IP 
environments and are a critical component to the nGenius Service 
Assurance Solution. The integrated protocol and packet analysis 
features provide unmatched intelligent drill-downs that summarizes 
key statistics of layer 2 through 7 protocol performance and deep-
dive visibility into the actual packets and bytes.

The massive storage and stream-to-disk capabilities ensures 
all packets are captured for detailed, real time and historical 
troubleshooting and isolation of subscriber, service and network 
problems, as well as for historical trending and analysis.

Service-Centric Performance Management Has  
Tangible Benefits For Modern IP Networks
Today’s IP-based services are comprised of application layer 
protocols, service enablers and network control protocols 
all working in unison. Problems with any of them can have a 
detrimental impact on the user experience. Thus, operators 
need to understand proactively when these applications are 
causing problems with user experience. RADIUS is an example 
of a critical, service enabling application. RADIUS is used to 
authenticate users as well as identify which services subscribers 
can access. Problems with RADIUS in mobile data networks 
can result in slow performance or no network connectivity at all 
so identifying problems proactively is critical in avoiding costly 
customer complaints and keeping the number of trouble reports to 
a minimum. 

A tier-one CDMA-based mobile service provider uses the nGenius 
Service Assurance Solution exclusively to monitor performance 
of critical applications and service enablers in the data centers 
supporting their mobile data service offerings. Using the predictive 
alarming capabilities of the nGenius Service Assurance Solution, 
abnormal performance with RADIUS was identified. A marked spike 
in RADIUS message response times indicated there was a problem 
with customers getting connectivity. Armed with this information, 
data center personnel were able to isolate the particular RADIUS 
server causing the problem and fix the issue before there were 
widespread complaints about subscriber performance.

DNS is another example of a critical, service-enabling application. 
DNS is used in mobile networks not only to enable devices to 
establish data sessions, but to also correctly access the appropriate 
host or other resource on the public Internet. DNS is used by 
the Serving GPRS Support Nodes (SGSN) in 2.5 and 3G mobile 
networks to resolve APNs (Access Point Names) to the right 
Gateway GSN (GGSN), so problems with DNS can also result in 
slow performance or no connectivity at all. 

A tier one Asia Pacific mobile operator relies on the nGenius 
Service Assurance Solution to monitor the performance of critical 
applications and service enablers as well as the control plane 
protocols in their mobile data network. The predictive alerts 
identified by the nGenius K2 Service Delivery Manager indicated 

nGenius Subscriber Intelligence
nGenius Subscriber Intelligence, an integral part of the nGenius 
Service Assurance Solution, provides data center-to-core-to-
access visibility for managing mobile data sessions in GPRS and 
UMTS networks through user and control plane correlated session 
analysis. nGenius Subscriber Intelligence uses Extended Data 
Record and stream-to-disk technology built into the InfiniStream 
appliances to provide unmatched, real-time correlation—with 
subscriber, service and network context—of related user plane and 
control plane sessions across both the core and access portions of 
the network. 

nGenius Subscriber Intelligence takes IP performance 
management and analysis of mobile networks to the next level 
by seamlessly integrating user plane and control plane session 
analysis with deep-dive packet and protocol visibility, enabling 
rapid and more efficient troubleshooting and isolation of IP domain 
problems in today’s mobile data networks. Key features of the 
nGenius Subscriber Intelligence application include:

• Correlated, multiprotocol session trace of user and control plane 
traffic from the data center, through the core to the access 
portions of the network with cell site, subscriber and handset 
context

• Actionable drill downs to packet-level protocol analysis

• Core-to-access views on a hop-by-hop basis of session 
performance and service and application failures

• Service and application and network response times to isolate 
network versus application problems

nGenius K2 Service Delivery Manager 
The nGenius K2 Service Delivery Manager delivers real-time 
alarming, event notification and advanced analytics that address 
the challenges operators have in managing services, networks 
and subscribers in today’s complex IP mobile networks. nGenius 
K2 Service Delivery Manager, a core piece of the nGenius Service 
Assurance solution, enables operators to move away from an 
inefficient, reactive break-fix service management strategy to a 
proactive and predictive approach specifically designed for modern 
IP networks. With easy-to-use, comprehensive views of end-to-end 
service health through individual and combined KPIs, nGenius K2 
Service Delivery Manager generates, in real time, early warning 
notifications of impending performance problems. By automating 
the detection of anomalous service behavior and provide actionable 
context for faster, more accurate problem diagnosis and isolation, 
the action-oriented alarms generated provide powerful early 
warning of performance degradations and potential service delivery 
meltdowns before they become subscriber-affecting.
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nGenius Product Features and Functionality

nGenius K2 Service Delivery Manager • Predicts and prevents service faults 

• Service-aware dashboard with proactive alarming and alerting

• KPI driven

nGenius Subscriber Intelligence • Multi-protocol, correlated hop-by-hop user and control plane session-level visibility 

• Summary information on a per-session basis, including service and control plane response time and latency, applications used, mobility information 
and handset data

• Extensive fi ltering to isolate problems based on failure type, APN, URL, or subscriber and handset used

• Directed drill-downs into actual customer-level packets

nGenius Performance Manager • Performance reporting and analysis

• Preempts subscriber-affecting issues

• Flow-based, end-to-end view 

• Service and user correlation

 Sniffer Analysis - Intelligence • Packet-level analysis

• Reactive problem resolution

• Per-subscriber visibility

• Insight into quality of experience 

nGenius Infi niStream appliances 
and nGenius Probes

• Physical interface to the network 

• Captures and stores packet-fl ow data

• Data source to nGenius Service Assurance Solution

• Passive and non-intrusive

Table 3 — nGenius Service Assurance Solution is an integrated, unifi ed solution that addresses the challenges service providers are facing with delivering and managing 
services over IP next-generation architectures
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Figure 4 — nGenius’s KPI to Flow to Packet Workfl ows 
Specifi cally Match How IP Network Operators Manage 
the Delivery of Services in Today’s Next Generation 
Multi-Service Mobile Networks

that the DNS service was performing abnormally 
with a high incidence of transaction failures and 
slow response times. The operator used nGenius 
Performance Manager to further analyze the DNS 
service over time, looked at the performance of the 
individual DNS servers and saw that there was a 
server with a high incidence of failures. This server was 
also having a spill-over effect, that if left unchecked, 
would have had a deleterious effect on overall service 
performance. Further analysis of the actual packets 
identifi ed a slow server response due to a DNS format 
error. After this problem was fi xed, DNS performance 
returned to its normal levels. The operator used the 
KPI-to-Flow-to-Packet workfl ow designed into the 
NetScout solution to quickly resolve the problem 
before it was able to have a major impact to user 
experience.
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Summary
Today’s operators face significant challenges as they transition 
and transform their infrastructure from legacy technology to all-IP 
networks. Operators are seeing explosive growth in traffic, primarily 
due to increased subscriber usage and demand for broadband 
data services over their 2.5G and 3G infrastructures. In order to 
minimize churn and grow top-line revenue, it will be critical for 
operators to roll out differentiated and personalized services and 
devices to their customers while providing a high level of QoS. The 
diversity of services delivered over IP networks is ever growing 
and problems that occur can have far reaching effects on large 
numbers of subscribers that wasn’t as prevalent in legacy networks. 
Service providers lack the proper solutions to monitor and manage 
the delivery of services in today’s IP environments, but the nGenius 
Service Assurance Solution has the capabilities and features 
network operators require for new service-centric work flows to 
address problems in modern IP networks. 

Operations and engineering organizations will need advanced 
solutions designed for modern IP networks to help them: 

• Optimize network and operational performance

• Minimize service outages

• Accelerate new product and handset introduction and 

• Manage the impact and performance of explosive traffic growth 
in mobile data traffic 

Other organizations such as customer care, marketing, sales and 
product management will need business intelligence information 
derived from the packets to better improve the overall user 
experience, reduce churn and push revenue growth higher. The 
nGenius Service Assurance Solution, designed for and built by IP 
experts, provides operators with the capability to manage service 
delivery in next generation multi-service IP networks.
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